Firewall Suite

Captures every move, incoming and outgoing, across the firewall

Marshal Firewall Suite provides in-depth analysis of incoming and outgoing activity

through your firewall, VPN or proxy server. This product enables network and firewall
administrators to move beyond reactive operations management to proactive network
management, eliminating issues and risks before they arise.

Solutions for Today

As your enterprise grows and becomes
more dispersed and complex, it is
increasingly difficult to analyze data
about firewall traffic and security event
levels. Firewall Suite extends the value
of your firewall by monitoring and
providing essential information about
activity, displayed in comprehensive,
easy-to-interpret reports.

The award-winning product enables you
to understand and eliminate security
threats and network abuses before they
arise and receive detailed metrics on
security alerts and employee Internet
and bandwidth usage.

Key Benefits
Supplies proactive security

protection - Displays reports on all
critical errors, warnings and rules

Total
K Bytes

triggered by firewalls so you can
determine if a potential security threat
exists and take steps to increase
firewall security.

Cuts costs by using bandwidth more
efficiently. Helps you distribute
resources more efficiently by analyzing
and reporting usage patterns by
protocol, user, department, incoming
versus outgoing traffic and time of
day so you can understand how your
bandwidth is being used.

Delivers critical insight into firewall
activity - Includes more than 200
customizable reports covering Overall
Firewall Activity (monitors potential
security issues, departmental bandwidth
usage, email activity, HTTP [web], FTP
and Telnet); Outgoing Web Activity
(reports on internal Internet usage,
creating categorized reports on the most
active users and the websites they have
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visited); and Incoming Web Activity
(monitors outside visits to websites
behind the firewall).

Reduces productivity losses and
liability - Reveals how company
employees are using the Internet.

Firewall Suite’s reports can be broken
down by type of activity, protocols
used, size of file, email abuses and

FTP use - even kilobytes transferred by
each user. You can use these reports to
assess user Internet activity, ensuring
compliance with corporate policies and
reducing legal liability.

Provides monitoring, alerting and
recovery - Monitors firewall events
and any IP device or service on your
servers. If a device goes down or stops
responding,

Firewall Suite alerts you by
alphanumeric, numeric or email pager,
as well as by email or audio alarm.

The Total Bandwidth by Hour report
lets you understand bandwidth
usage throughout the day to help
distribute load and maximize network
performance.
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Technical Features

Firewall Suite's SurfWatch
categorization breaks down website
visits into these core categories:
Sexually Explicit, Gambling, Drugs/
Alcohol, Hate Speech and Violence.

Productivity categories can also be
assessed with an optional SurfWatch
upgrade that includes: Astrology, Motor
Vehicles, Entertainment, Personals/
Dating, Games, Real Estate, General
News, Shopping, Hobbies, Sports,
Intimate Apparel, Travel, Investments,
Usenet News and Job Search.

Supports more than 40 devices,
including the mixed hardware and
software environments of firewalls,
VPNs and routers that are common
within organizations today.

Easy-to-use Win 32 console provides a
simple console which is easy to set up
and get running.

Powerful filtering technology for reports
that drill down on specific parameter
trends.

MARSHAL
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More than 200 customizable reports are
generated in HTML, Microsoft Word,
Microsoft Excel, comma delimited and
ASCII text formats.

Automated delivery of reports to any
location, at scheduled intervals, via
email, FTP or “file save as.”

Built-in syslog server automatically
imports firewall server data directly into
Firewall Suite. Native syslog servers
from key firewall vendors are also
supported.

FastTrends Database stores analyzed
firewall data for rapid subsequent
analysis.

Profile support for an unlimited number
of reporting profiles.

Check Point OPSEC LEA Certified with
the ability to connect directly to Check
Point Management consoles in order
to receive and process log file data in
real time.

Americas

Marshal Inc.

5555 Glenridge Connector,
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Atlanta,

GA 30342

USA

Phone: +1 404 459 2890
Fax +1 404 759 2549

Email: americas.sales@marshal.com

info@marshal.com | www.marshal.com

Captures every move, incoming and outgoing, across the firewall

System Requirements
Microsoft Windows NT/2000
256MB available RAM

100MB available disk space

Asia-Pacific

Marshal Software (NZ) Ltd
Suite 1, Level 1, Building C
Millennium Centre

600 Great South Road
Greenlane, Auckland

New Zealand

Phone: +64 9984 5700
Fax:  +64 99845720

Email: apac.sales@marshal.com
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